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About the 2024
Al Benchmarking

Survey

NSCP

NATIONAL SOCIETY OF
COMPLIANCE PROFESSIONALS

ACA Aponix

The 2024 Al Benchmarking Survey, conducted in
partnership between the NSCP and ACA Group’s
cybersecurity, risk, and privacy division, ACA
Aponix, collected data between June and July
2024.

The anonymous survey was intended to gather
data on firms’ use of artificial intelligence (Al) tools
and technologies, as well as compliance practices
used to manage the risk of Al.

The survey gathered data from 219 firms of various
sizes from across the financial services sector.

© 2024 ACA Group. All rights reserved.
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Demographics
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Small and Mid-size Firms Were Most Represented

Which best describes your firm’s total RAUM (Regulatory Assets Under Management)?

50% -
42.5%
Firms with assets between $1 billion
and $10 billion were most
represented in the sample.
25%

14.2%

9.6% 10.5% 10.5% 10.5%
2.3%

S NN NN N

Under $500 $500 million to  $1 billion to under  $10 billion to $20 billion to $50 billion to Over $1 trillion
million under $1 billion $10 billion under $20 billion under $50 billion under $1 trillion
N =219

mg&Tﬁ ACA Apo n ix® ’ © 2024 ACA Group. All rights reserved. 5
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Small and Mid-size Firms Were Most Represented

How many full and part-time employees does your firm employ?

90% -
Most firms indicated they employ 50
40.2% or less full and part-time
' employees.

25% -

11.0% 11.0%

9.6% 10.5% Y 9.1% 0

I I . B
3.2% .
o, N W

1t05 6to 10 11 to 50 51 to 100 101 to 250 251 to 500 501 to 1,000 More than 1,000
NSCP .
NATIU&SU%TYUF ACA Aponlx ,

COMPLIANCE PROFESSIONALS

N =219
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Firms Belonged to a Variety of Business Types

65% of firms represented were
asset manager/non-alternatives
investment advisers and private
market firms.

Alternative investment advisers and
other financial sector firms were

less broadly represented, making up
.approximately 23% of the sample.

N=288

NSCP | Aca Aponix P
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What would you best classify your business as?
1%

22%

© 2024 ACA Group. All rights reserved.

m Asset manager/non-alternatives
iInvestment adviser

Private markets (i.e., private equity,
real estate, venture capital, private
credit)

m Alternative investment adviser (i.e.,
hedge funds)

m Broker-dealer

® Insurance

m Other (please specify)

m Other financial services

Other non-financial services

N =219



Most Firms Indicated they Were ACA Group Clients

None

11.9%

* 3.2% of firms chose to specify their relationship with ACA Group and the NSCP as “Other”. As these represented specific
cases, they were not included in this visualization.

NSCP _
NATIONAL SOCIETY OF ‘ ACA Apo n Ix ’ © 2024 ACA Group. All rights reserved.
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Private Market Firms Represented a Variety of Clients

Please specify what type of private market client(s) you have. Please select one category type per client that is the best fit,
if you have multiple private fund clients of different types, please check all that apply.

Private equity (including energy, infrastructure)
Real Estate

Venture fund

Credit fund (public or private)

Long/Short fund

Fund of Funds

Long only fund

Other (please specify)

NSCP | Aca Aponix P
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21.3%

17.0%

12.8%

10.6%

6.4%

4.3%

53.2%

44.7%

30%

© 2024 ACA Group. All rights reserved.

N=47
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Al Used Internally, or Still Exploring Potential Use Cases

Does your firm use Al?

40% - 38.0%
36.6% 44% of firms are actively using Al, '

while 38% are exploring Al use

cases. 37% of firms utilizing Al do

so solely for internal purposes.
20% -

15.3%

6.0%

0% . W W .
Yes, our Al tools are Yes, our Al tools are Yes, our Al tools are No Not yet, but the firm is Other (please specify)
external facing (i.e., used only internally  used both externally currently exploring Al

used with clients) and internally use cases
N=216

11
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Generative Al and Machine Learning Technology are
Most Used

What type of Al is your firm using (Check all that apply)?

Public generative Al (e.g., ChatGPT) 92.1%

Private/enterprise generative Al 50.0%

Machine learning

Natural language processing || NG 25.5%
Language learning |GGG 12.8%
Speech recognition |GG ©.6%
Deep learning |G 7.5%
Fuzzy logic | 5.3%

Expert system 4.3%

42.6%

Other (please specify) 7.5%

Not applicable — not using Al 1.1%

0.00% 30.00% 60.00%

N=94

mg&Tﬁ ACA Apo n ix® ’ © 2024 ACA Group. All rights reserved. 12
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Al Often Used in Aiding Research, Marketing, and
Compliance

50% For what areas of the business are you using Al (Check all that apply)?
0

Other areas in which Al is utilized
include administration, drafting of
letters and emails, proposals, and
data analytics.

50.0%
31.9% 30.9%

0
oo 29.8%
25 5%
19.2%
17.0% 17.0%

6.4%

. 2.1%
0% | | | I

T HR

Research Marketing Compliance Operations Customer Portfolio Trading or Other (please

and risk service management order routing  specify)
management

NSCP . ° ’ Ns
NATIONAL SOCIETY OF ACA ApO n |X © 2024 ACA Group. All rights reserved.
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Use of Al is A Recent Development for Most Firms

When did your firm first formally begin using Al tools?

36.2%
Over 60% of firms only began using
Al tools within the past two years, in
alignment with the rise of generative
Al.
20.00% -
10.6%
7.5%
4.3%
(o)
- 1 .1 % 2.1 A)
0.00% - ] t
2024 2023 2022 2021 2020 Before 2020 Not applicable
N=94

14

© 2024 ACA Group. All rights reserved.

NATIONAL SOCIETY OF
COMPLIANCE PROFESSIONALS

NSCP ‘ ACA Aponix ¥



Managing Al Use
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®m No, but we are in the process of drafting those policies
Other (please specify)

NSCP

NATIONAL SOCIETY OF
COMPLIANCE PROFESSIONALS

ACA Aponix ¥

Concern With Governance of Al is Not Consistent

Has your firm established policies or
protocols to govern Al use by third parties or
service providers?

Has your firm established policies or
protocols to govern Al use by employees?

While 80% of firms have
policies in place or in the
process of being drafted
regulating the use of Al by
employees, only 30% of
firms can say the same

the use of Al by third
parties.

AN

N

regarding policies regarding

© 2024 ACA Group. All rights reserved.

®m No, but we are in the process of drafting those policies
Other (please specify)



Most Firms Have No Framework for Managing Al Risk

Has your firm adopted an Al risk management framework (e.g., NIST’s Al Risk Management Framework)?

®mYes
= No
®m No, but we plan to do so in the next six

months

= Other (please specify)

68% of firms have not adopted an Al
risk management framework. Less
than 20% expressed the intention of
doing so in the next 6 months.

N=201
17
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Less than 40% of Firms Have an Al Governance Group

Does your firm have an Al committee or other Al governance group?

mYes

® No, but we are in the process of
creating one

Not applicable - Not using/no plans
to use Al

N=201
18
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Compliance and IT Lead Al Governance

Which individuals or roles participate in your firm’s Al committee (Check all that apply)?

Legal/Compliance 92.3%

IT/Information Security 90.8%

Operations 98.5%

Risk/ERM 52.3%

Firms that have instituted Al
governance committees most
commonly rely on Legal/Compliance
and IT/InfoSec teams for Al approval.

Business Unit Heads 50.8%

The CEO 20.0%

Other (please specify) 16.9%

0% 50% . 100%

N=

mg&Tﬁ ACA Apo n ix® ’ © 2024 ACA Group. All rights reserved. 19
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Compliance and IT Approve Al Licensing

Who approves the licensing or development of Al tools within your firm?

Legal/Compliance 25.6%

IT/Information Security 21.1%

The CEO 9.6%

Business Unit Heads 7.5%

Risk/ERM 1.5%
Operations 1.0%

Not applicable 16.6%

Other (please specify) 17.1%

0% 15% 30%

NSCP . ° ’ N=199
NATIONAL SOCIETY OF ACA ApO n |X © 2024 ACA Group. All rights reserved.
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Al Testing and Validation
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Most Firms Don’'t Have a Dedicated Team for the
Development and Maintenance of Al Tools

Does your firm have a dedicated team responsible for overseeing the development, implementation,
monitoring, testing and maintenance of Al tools?

mYes
= No
m No, but dedicated Al resources are

planned for the future

Unsure

N=199
22
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Formal Testing of Al Is Not Common

If you are utilizing Al (internally or client facing) have you established a
testing program?

mYes

AN

Only 18% of firms have
established a formal
testing program for Al
tools.

N

= No

® Not applicable — We do not
use Al

Other (please specify)

. © N=199
NSCP ACA Apo n Ix , © 2024 ACA Group. All rights reserved. 23
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Monitoring and Review of Model Outputs Most Used for
Testing

50% -

25% -

0% -

NSCP

NATIONAL SOCIETY OF
COMPLIANCE PROFESSIONALS

How does your firm address accuracy, potential biases, or conflicts of interest in Al tools

(Check all that apply)?
46.0%

32.4%

12.6%
0 11.7% 10.8%

9.9% 9.9% 9.9%

9.0%

3.6%

Outputs from We conduct We conduct Our models We ensure  We conduct We engage a Do nottest Not applicable Other (please
the model are  ongoing model are trained on  fairness regular third party to specify)
reviewed by monitoring of “Backtesting” diverse data metrics have  algorithm assess and
staff for Al tool sets been included audits validate our Al
accuracy  performance in the model tools

and outputs

ACA Aponix ¥

N=111
© 2024 ACA Group. All rights reserved.



Testing and Validation of Al Mainly Falls to IT and Legal

Teams

60% - Which individuals or roles participate in the internal testing and validation of your firm’s

47.8%

34.2%

30% -

23.4%

Al tools (Check all that apply)?

19.8%

12.6%

0% -
IT/Information Legal/Compliance Business Unit
Security Heads

NSCP | Aca Aponix P
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9.0%

2.7%

Operations Risk/ERM

© 2024 ACA Group. All rights reserved.

6.3%

The CEO Not applicable -
testing and
validation are
done by a third

party

24.3%

We do not test

Other (please
specify)

N=111



Minimizing Al Risk

Hm]ﬁsnﬁwpm: ACA Apo n ix® , © 2024 ACA Group. All rights reserved. 26
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Education of Stakeholders is Most Used Control for Al-
driven Decisions

What measures are in place to ensure transparency in Al-driven decisions (Check all that apply)?

40%
36.0%
33.3%
o

20% 19.8% 18.9%
13.5% 13.5%
I ]

()94) a \ \ \ I \ T
Stakeholder Documentation of Regular reporting on  Client/customer Explicability Not applicable Other (please
education on Al algorithmic Al performance notification of the techniques specify)
usage processes firm’s Al use

N=111

NSCP ACA Apo n ix® , © 2024 ACA Group. All rights reserved.
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Multiple Approaches Used to Minimize Privacy

Risks

What measures are in place to minimize the privacy risks associated with Al tools (Check all that

On average, firms have between 2 and
3 control measures in place to minimize
privacy risks associated with Al tools.

Most firms have at least 2 measures in
place.

60% -
apply)?
50.5%
44 1%
33.3%
30% -
23.4%  22.5%
18.9%
16.2%
0% -
Employee  Only non- Al tools Established Access Al tools are Al tools are
privacy public Al undergoa procedures controls  configured to periodically
training tools (i.e., privacy to encrypt prevent Al notinclude audited for
includes private or impact data at rest tools from the firm’s  compliance
information enterprise Al) assessment and in transit accessing  datainits with privacy
on are allowed before they sensitive  foundational  policies
appropriate are adopted information model
Al use and by the firm
data
N S CP protection
NATIONAL SOCIETY OF ACA Aponix ’ © 2024 ACA Group. Al rights reserved.
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15.3%
(0]
9.9% 5 19, 11.7%
6.3% 7
Public Al  Third parties Engaged Not Other (please
tools/sites  with access privacy applicable specify)
blocked on to sensitive experts or
corporate data are external
devices contractually consultants
prohibited to help

from entering identify and

it into Al tools mitigate the
privacy risk
of Al tools

N=111




Employee Training is Most Used Method to Address Al

What measures are in place to minimize the cybersecurity risks associated with Al tools (Check
60% - all that apply)?

50.5%

(o)
23()(}6 | :2&3.23 /6 :265_1 94)
23.4%
18.0%
16.2% 0 29
15.3% 13.5% 16.2%
10.8% 9.9%
0% -
Employee Access Established Conduct Implemented Engaged Implemented Al tools The firm’s Not applicable Other (please
cybersecurity controls and procedures to regular continuous cybersecurity network require incident specify)
training principle of encrypt data vulnerability = monitoring experts or segmentation multifactor response plan
includes  least privilege atrestand in and and threat external to isolate Al authentication specifically
information on are applied to transit penetration detection consultantsto  systems to access addresses Al-
the Al tools testing on Al solutions on help identify related cyber
cybersecurity tools Al tools and mitigate threats
risks of Al cybersecurity

risk of Al tools

mﬁsgﬁwpm: ACA Apo n ix® ’ © 2024 ACA Group. All rights reserved.
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Most Firms do not Use Al In Creating Marketing Material

What measures are in place to minimize the marketing and advertising risks associated with Al
tools (Check all that apply)?

o _
00% 55.9%
36.0%
:3()94) _ ZZE3.EV96
25.2%
9.9%
4.5%
0% m m m . .
Al tools are not used The Compliance/Legal Relevant employees The Marketing Third parties are not Other (please specify)
to create marketing or department reviews all receive training about department reviews all allowed to use Al tools
advertising materials Al created marketing the risks of using Al in Al created marketing when creating
or advertising marketing or or advertising marketing or
materials advertising materials advertising materials

on behalf of the firm
N=111

Hm]ﬁsgﬁwpm: ACA Apo n ix® , © 2024 ACA Group. All rights reserved.

COMPLIANCE PROFESSIONALS




The Use of Al by Third-Parties is Not Closely Scrutinized

Have you enhanced your due diligence on vendors offering Al
solutions?

\ mYes
Only 19% of firms conduct
enhanced due diligence
on vendors that offer Al = No

solutions.

41% of firms do not
conduct additional due
diligence and have no
plans to do so.

N

m No, but enhanced due
diligence around Al offerings
is planned

Other (please specify)

NSCP =’ , NA1TO
NATIONAL SOCIETY OF ACA A pO n |X © 2024 ACA Group. All rights reserved.
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Enhanced Due Diligence Surrounding Al Varies in
Method

90% - Which of the following items are included in your enhanced due diligence of Al vendors (Check
all that apply)?
78.8%
75.8%
12.7% 12.7%
63.6%
91.5%

45% -

36.4%
33.3%
I I B
0% - ‘ ‘ | ‘ ‘ | | ‘ L
Review of Al policies Questions around Enhanced review of Questions about Enhanced review of Requests for Review of continuity Review of the Al Other (please
and procedures the tool’s handling of privacy policies and how the tools will cybersecurity documentation  plans in case of tool tool’s testing and specify)
sensitive/confidential procedures learn from or include policies and around the tools outages, or validation reports
data the firm’s data in its procedures underlying disruptions

model algorithms or model N=33

mgmﬁwpm: ACA Apo n ix® ’ © 2024 ACA Group. All rights reserved. 32
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Most Firms do Not Market Their Use of Al

Do you market your firm’s use of Al?

AN

Nearly 90% of firms do
not market their use of Al.
“Yes
The use of Al for mostly
internal processes (only
about 2% of firms indicate
the use of Al tools for
external processes) may
currently limit the potential

\\marketing appeal.

m No

m No, but we plan to in the
future

= Other (please specify)

N=178

mgsnﬁTﬁ ACA Apo n ix® , © 2024 ACA Group. All rights reserved. 33
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Al Challenges and Outcomes

Hm]ﬁsnﬁwpm: ACA Apo n ix® , © 2024 ACA Group. All rights reserved. 34
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Privacy and Cybersecurity Amongst Top Concerns
Surrounding Al Integration

What challenges has your firm encountered in integrating Al technologies into existing
50% - compliance workflows (Check all that apply)?
45.2%

42.4%
36.2%
27.7%
25%
20.3%
16.4%
12.4%
6.8%
2-3% L
0% \ \ \ \ \ e \

Cybersecurity Uncertainty Lack of talent Lack of tools Poor quality Al tools are too None of the Not applicable Other (please

or privacy around with Al that meet the data or outputs expensive above - Not specify)
concerns  regulations or  expertise compliance integrating Al
around Al tools regulatory program’s technologies

examinations needs
® N=177
mﬂﬁsnﬁwpof ACA Apo n |X ’ © 2024 ACA Group. All rights reserved. 35
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Most Firms See Al As Having No Impact on Compliance

Programs

68% of Firms indicate the
adoption of Al has had no
impact on the efficiency of
their compliance
programs.

Only 30% reported any
increase in efficiency.

N

NSCP | Aca Aponix P
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To what extent has the adoption of Al impacted the efficiency of your firm’s

© 2024 ACA Group. All rights reserved.

compliance program?

m Significantly improved
efficiency

= Improved efficiency
Slightly improved efficiency

® No impact

= Slightly reduced efficiency

®m Reduced efficiency

m Significantly reduced efficiency

N=118

36




Firms Still Seek to Improve Compliance Efficiency

Looking ahead, what is your firm's primary goal in further leveraging Al
for compliance functions?

N

NSCP

NATIONAL SOCIETY OF
COMPLIANCE PROFESSIONALS

Despite reporting little
impact in efficiency of
compliance programs with
the use of Al, most firms
still aim to increase
efficiency in compliance
processes by leveraging
Al.

= Enhancing risk
management capabilities

® Increasing efficiency in
compliance processes

® Improving regulatory
reporting accuracy

= Other (please specify)

N=118

ACA Apo n ix® , © 2024 ACA Group. All rights reserved.



Al Use Cases are Being Prepared for Varied
Compliance Processes

50% -
45 7% For which compliance processes are you developing Al use cases (Check all that apply)?

Policy and procedure development,
communication and training, and
monitoring and testing are top

30.9%
29.7% 27 49, compliance use cases for Al.
. (0]
25% -
20.0%
400 5. 7%
0% 2.9% 0
- 1.7%
0% - | | \ ‘ | - |

None of the Policy and Communication Monitoring and Surveillance Investigations Remediation Discipline Other (please
above procedure and training testing specify)
development

N=175

mg&Tﬁ ACA Apo n ix® ’ © 2024 ACA Group. All rights reserved.
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Data Privacy and Regulatory Risks are Top Concerns
Surrounding Use of Al

70% - Which of the following risks are you most concerned about when it comes to using Al tools at
your firm? (Select your top three)
60.0% 59.4%
48.6%
46.3%
42.3%
35% -
21.1%
10.9%
7.4%
o
2.9% 1.1%
0% - ‘ ‘ ‘ ‘ ‘ ‘ ] . e
Data privacy = Regulatory  Hallucination Information Cybersecurity Intellectual Third-party Conflicts of Environmental Other (please
risks risks risks security risks risks property risks risks interest risks risks specify)
N=118

mgmﬁwpm: ACA Apo n ix® ’ © 2024 ACA Group. All rights reserved.
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ACA Aponix

ACA Aponix, a division of ACA Group, provides
cybersecurity risk assessments, data privacy
compliance services, vendor and M&A diligence
services, portfolio company oversight, network
testing, and advisory services for companies of all
sizes. Our award-winning solutions are designed to
help firms uncover risks and identify deficiencies in
their cybersecurity policies, procedures, and
controls.

Visit us at to
learn more or contact our team
below.

Contact us

NSCP

NATIONAL SOGIETY OF
COMPLIANCE PROFESSIONALS

Since 1986, the National Society of Compliance
Professionals has been the leading non-profit,
membership organization dedicated to supporting
compliance professionals in the financial services
industry, focusing primarily on investment advisers,
broker-dealers, and private funds. NSCP
membership offers a wide range of compliance
resources, educational opportunities, and regulatory
advocacy and engagement.

Visit us at nscp.org to learn more

or contact our team below.

© 2024 ACA Group. All rights reserved. 40
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